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Abstract of JP10065662 
PROBLEM TO BE SOLVED: To surely prevent 
illegal copying by ciphering reproduction data 
which is supplied to a decoder through the use 
of an undecipherable cipher key. 
SOLUTION: When identification data 
transmitted from an MPEG decoder board and 
a public key corresponding to its ID are judged 
to be effective, a disk drive calculates 
Challenge (C) from an expression C=&alpha 
klmod p and supplies it to the MPEG decoder 
board. In the expression, &alpha and p are the 
public keys, p is prime number, and k1 is a 
properly selected random value. The MPEG 
decoder board selects the random value k2, 
calculates digital signature r and d and 
supplies them to the disk drive. The disk drive 
calculates &beta <r> . &gamma <d> , 
calculates &alpha <c> mod (p), judges 
whether or not the both values are equal and 
calculates Session key (S) in the care of being 
equal. In the meantime, the decoder board 
calculates Session key (S'). S becomes the 
value equal to S' and it means the same cipher 
key is obtained. 
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